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Chapter 4

IP Addpresses:
Classful Addressing

Classful Network Layer
Addressing

* To allow global communication, each Internet
device requires a unique identifier
— Like unique phone number (country/area/local)

* In the IP layer of TCP/IP, the ID is 32-bits

* Uniquely and universally defines the connection
of a host or router to the Internet

* Classful addressing is one addressing
mechanism of [Pv4

* Classless addressing to be discussed

IP Address Space

o 232=4294,967,296

* Actual number much less due to self-imposed
restrictions

Figure 4-1

Dotted-decimal notation

10000000 00001011 00000011 00011111

S\ T

128.11.3.31

Hexadecimal Notation

0111 0101 1001 0101 0001 1101 11101010

75 95 1D EA

0x75951DEA




o ,
The binary, decimal, and.

hexadecimal number

systems are reviewed in
Appendix B.

Bcumple 4

Change the following I[P address from
dotted-decimal notation to binary notation.

111.56.45.78

Solution

OLTOLTTT 001110007 00101101 01001110:

Bicuiple 5 (eoniiningtl)

Find the error, if any, in the following IP
address:

75.45.301.14

Solution

Bcumple |

Change the following IP address from binary
notation to dotted-decimal notation.

10000001 00001011 00001011 11101111

Solution

Bcumple I

Find the error, if any, in the following IP
address:

111.56.045.78

Solution

Brcuimple 4

Change the following IP addresses from
binary notation to hexadecimal notation.

10000001 00001011 00001011 11101111

Solution




divided into five classes:
A, B, C, D, and E.

Occupation of the address space

Address space

| A |

ENEE

Figure 4-3

Finding the class in binary notation

First byte Second byte  Third byte Fourth byte

chssa o) I I
chssB (10| [ I
chssc (10| [ I
clssp (110 [ I
ClassE (1111 | | I I

Class Addresses |Percentage
A 231 50%
B 230 25%
C 2% 12.5%
D 228 6.25%
E 228 6.25%

Finding the address class




Beuinple

How can we prove that we have
2,147,483,648 addresses in class A?

Solution

Bcumple o (Coniiniigil)

Find the class of the address:
11000001 10000011 00011011 11111111

Solution

Bcumpls 7

Find the class of the address:
227.12.14.87

Solution

Bcumple

Find the class of the address:
00000001 00001011 00001011 11101111

Solution

Figure 4-5

Finding the class in decimal notation

First byte Second byte  Third byte  Fourth byte

Class A [ N
Class B [ N
Class C [ 192 to 223 | [N (M [
Class D I N e
Class E | 240 to255 | [ [l

Bcumple 7 (Coniiniizl)

Find the class of the address:
193.14.56.22

Solution




Beunple

In Example 4 we showed that class A has 23!
(2,147,483,648) addresses. How can we
prove this same fact using dotted-decimal
notation?

Solution

Solution (Continued)

Netid and hostid
Byte | Byte 2 Byte 3 Byte 4
P | iglgn 0 e T e O

Class A Netid | Hostid
Class B | Netid | Hostid
Class C | Netid | Hostid
ClassD | Multicast address
ClassE |  Reserved for future use

Blocks in class A

Classa
k : ! Netid 0 _
73 is common in all addresses I T
o 73.0.0.0 15 | .

1 - Network | block .
ol o aded;\:s \ | 0.255.255.255
13002 L : S

L]
. MNetid 73 o
738.17.2 &1
: L]
; Netid 127 2
@) eti .
73.255.255.254 TR
73.255.255.255 (Special) ¢ :
S 127.255.255.255

128 blocks: 16,777,216 addresses in each black

Some Class A Host Organizations

* 043 Japan Inet

* 044 Amateur Radio Digital Communications
* 045 Interop Show Network

* 046 Bolt Beranek and Newman Inc.

* 047 Bell-Northern Research

* 048 Prudential Securities Inc.

* 051 Deparment of Social Security of UK
¢ 052 E.I. duPont de Nemours and Co., Inc.
* 054 Merck and Co., Inc.

* 055 Boeing Computer Services

* 056 U.S. Postal Service

are wasted.




Blocks in class B

Class B
| Netid 128.0

are wasted.

1808 is common in all addresses _ 128.0.0.0
i 180.8.0.0 H
| :
180801 L) | Newwork 128.0.255.255
adidress e T
ooz Ll Ty
180.8.17.9 &5
* L]
180.8.255.254 Ll Netid 191.255 @
e [ 191.
180.8,255.255 (Special) =— :
- 191.255.255.255 :
16,384 blocks: 65,536 addresses in each block
Figure 4-9 .
Blocks in class C
Class C
| Netid 192.0.0
_200.11.81s common in all addresses | | 192.0.0.0
4 2001180 |\ :
oaisr O | Newok |\ | ieeoeass
2001182 L) \ ! .
=1 Netid -
: 200.11.8 L]
200.11.8.45 &
: Netid
200.11.8.254 Ll /223255255 e
e [ 223.255.255.0
200.11.8.255 (Special) = :
- 223.255.255.255

2,097,152 blocks: 256 addresses in cach block

number of addresses in
a class C block
is smaller than

the needs of most organizations.

are used for multicasting;
there is only
one block in this class.

for special purposes;
most of the block is wasted.




Network Addresses

IThe network address is the first address.

The network address defines the network to the
rest of the Internet.

Given the network address, we can find the
class of the address, the block, and the range of

the addresses in the block

Bcumple Y

Given the network address 17.0.0.0, find the
class, the block, and the range of the

addresses.

Solution

Bcumple Ll

Given the network address 220.34.76.0, find
the class, the block, and the range of the
addresses.

Solution

is the one that is assigned
to the organization.

Bcumple L)

Given the network address 132.21.0.0, find
the class, the block, and the range of the
addresses.

Solution

Determining Network ID

Given IP address it is straightforward to determine
the network ID:

1. Determine class
2. Mask out host IDs bits based on class




Mask

A mask is a 32-bit binary number that gives the
first address in the block (the network address)
when bitwise ANDed with an address in the
block.

Figure 4-10

Masking concept

Mask
An address AND Beginning
in the block operation address

Figure 4-11

AND operation

Address X

the default mask to
any of the addresses in the block
(including itself).
It retains the netid of the block
and sets the hostid to zero.

Bcupls 17

Given the address 23.56.7.91 and the default
class A mask, find the beginning address
(network address).

Solution

Bcumple [

Given the address 132.6.17.85 and the
default class B mask, find the beginning
address (network address).

Solution




Beumple 1

Given the address 201.180.56.5 and the class
C default mask, find the beginning
address (network address).

Solution

Multihomed Device

+ Internet address defines the node’s connection
to its network

* A device with multiple network connections
must have multiple IP addresses — one for each
network

* A computer attached to different networks is
termed multihomed

+ The different addresses may belong to different
classes

Multihomed Device

* A router must be connected to different
networks to route packets

* Hence a router must have > 1 IP address — one
for each interface; so is multihomed

* [P address defines the network location of a
device, not its identity (Network,HostID)

* A device’s IP address must be changed if it is
moved to another network

Multihomed devices

Multihomed host
r
123.50.16.90 " = 141.14.22.9

123.70.9.111 g 141.14.67.80

205.67.71.23

Special Addresses

Special Address Netid Hostid |Source/Dest

Network Address Specific |All0’s |None

Direct Broadcast Specific |All I’s | Destination

Limited Broadcast All1’s  |All I’s | Destination

This host on network |All0’s  |All0’s | Source

Specific host on this |All 0’s | Specific |Destination
network

Loopback address 127 Any Destination

Network addresses

Netid Hostid
All0s
123.50.16.90 123.65.7.34 221457164 2214571126
d yee [ 123901234 RIENNA ,ee
a7 I
= ,.i
114228 = see¢ =
14114459 141.14.67.64
fa) Class A (b) Class B (¢) Class C




Direct Broadcast Address

Netid Haostid
-
2214571 64 221.4571.126
221.45.71.20 %\ s a
Dy =4

T

The direct broadcast address is used by
a router to send a message to every host
on a local network. Every host/router
receives and processes the packet
with a direct broadcast address.

Destination [P address:
221.45.71.255

Hostid: 255

Limited Broadcast Address
Netid and hostid
All 1s

Destination [P address: .
255.255.255.255 < Class E Address

221.45.71.64
221457120
LJ =

221.45.71.126
8 |

Network

Router blocks the
limited
broadcast packet

A limited broadcast address is used by a host to
send a packet to every host on the same network.
However, the packet is blocked by routers to
confine the packet to the local network.

Example of this host on this address
Netid and hostid

All 0s

Source IP address: & Class A Address
0.0.0.0

"x\_\\. ' 22].-‘15].]4(}
s

> Bootstrap

server

A host that does not know its 1P address uses the
IP address 0.0.0.0 as the source address and
255.255.255.255 as the destination address to send
a message (o a boolstrap server.

Example of specific host on t/is network

Netid Hostid
All 0s Specific

Destination IP address: | «— Class A Address

221.45.71.64 _ 221.45.71.126
221.45.71.20 |_=—] _—1
., =i,

o — e 221.45.71.12
.‘] _\,-_’_T__— — _-_-_-_—_?Ki_ f

S ——__ 2
w—ﬁq-

This address is used by a router or host
to send a message to a specific host on the same network.

Netid and hostid

Loopback .
| 127.X.Y.Z

Address

|Pmcsssl | |Process2
A

TCP or UDP

Destination address:

221_45_7|_12\ | 127.xy.2

A packet with a loopback address
will not reach the network.

Private Addresses

A number of blocks in each class are assigned for
private use. They are not recognized globally.

Class |Netids Blocks
A 10.0.0.0 to 10.255.255.255 1

B 172.16.0.0 to 172.31.255.255 16

C 192.168.0.0 to 192.168.255.255 256




Unicast Addresses

* Unicast communication is one-to-one.

« All hosts on the internet have at least one
unicast address

* Unicast addresses belong to classes A, B & C

Multicast Addresses

Multicast communication is one-to-many.

Sent from individual source to multiple
destinations

Class D address
Entire address defines Group ID

A system on the Internet may have > 1 Class D
multicast addresses in addition to unicast address

Class D address can only be destination

Assigned Multicast Addresses
* Internet authorities have designated some
multicast addresses to specific groups
Address Group

224.0.0.1 All systems on this subnet
224.0.0.2 All routers on this subnet
224.0.0.9 RIP2 Routers

224.0.1.11 |IETF-1-Audio

Many Others...
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