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Chapter 5

Subnetting/Supernetting
and
Classless Addressing

Introduction

Classful addressing results in suboptimal
usage of address space

* Problem aggravated by increasing demand
for addresses

— More organizations

— More IP-addressable devices

CONTENTS

2-Level Addressing Hierarchy
» Network is divided into several smaller
subnetworks
 Each subnetwork is assigned its own network ID
* Results in an implicit 2-level hierarchy

» To reach a host on the Internet, we must first reach
the network using the netid (1% part) then the host
itself using the hostid (2" part)

» However for many this is insufficient (also unsafe)
— One network, many hosts




A network with two levels of
hierarchy (not subnetted)

Subnetting
* Further partition the address space to create a 3rd
address level: Network ID, Subnet ID and Host ID

* Delivery is three stage process
— To Network, then Subnet and then to Host

Hostid
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What is the subnetwork address if the
destination address is 200.45.34.56 and the
subnet mask is 255.255.240.0?

Default mask and subnet mask

Default Mask
255.255.0.0

141.14.72.24
1P address

[ 141.14.0.0
| Network address

a. Without subnetting

Subnet Mask
255.255.192.0

141.14.72.24

| 14114640
| Network address

b. With submetting

Solution

What is the subnetwork address if the
destination address is 200.45.34.56 and the
subnet mask is 255.255.240.0?

The subnetwork address is 200.45.32.0
with 2°12= 4096 available addresses




Buinple

What is the subnetwork address if the
destination address is 19.30.80.5 and the
mask 1s 255.255.192.0?

Solution to Example 2

IP Address
l 19— - 30—| . 84 . 5
Mask
R e 64 . 0=
Subnet Address ‘
84 01010100
192 11000000

64 O1n 000000

Comparison of a default mask and
a subnet mask

255.255.0.0

Default Mask | RN I AR R Y | 00000000 00000000

16
255.2556.224.0

SubnetMask | 11111111 11111111 [ 111 ] 00000 00000000

3 13

The number of 1’s in a default mask is predetermined. (8, 16, 24)

Subnet mask has more ones than default mask.

Bcumpls

A company is granted the site address
201.70.64.0 (class C). The company needs
six subnets. What is the subnet mask?
Design the subnets.

Solution

ey of subnets mus
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power of 2.
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Solution (Continued)




. . Example 3
Solution (Continued) P
Start here
20170640 EA 201.70.64.31
152 subnet
Add 1 ‘
|
Y
2017064.32 S > 201.70.64.63
Zod subnet Add 1 |
-
.
-
| a0nT0ed224 201.70.64.255
L - i
Ath submnet
Finish here

Bcumple 4

Solution (Continued)

A company is granted the site address
181.56.0.0 (class B). The company needs
1000 subnets. Design the subnets.

Solution

. . Example 4
Solution (Continued) Finish here p
18156.00 LRI 18156063
| st saubmer -
| -
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| 10221 suhoe sbirsct ] T
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| 1023th subnet subtract 1 '|l
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A Subnet Broadcast Example Variable-length subnetting
Netwark Layer : \f Pa .B .0 5. Network Layer : \f ¥Y.Z0 62 hosts '

B . 62 hosts )

Broadcast to : ‘,
FFiFF:FFIFFIFRIFF Fass First mas|
192.168.0.255 Network Layer : 4 Pass =D 5 255255 107

v

Metwark Layer : \f P

~ 62 hosts )

1

Network Layer : Second mask || 30 hosts )

el 1
Hosts A, B, C, and the will accept and process the packet, but Router 255.255.255.224 | 7~

Host D will accept the packet at the but it at the Network Layer ™~ 30 hosts )

A Supernetwork

First class C Second class €

- : - -
address address

XY.32.255 X Y311

SUPERNETTING

o the rest of _ g Supemetwork
the Intermet N’ X.Y.32
J.
XY525: 2 .. ] e 2 XYM
(I XY35.253 == - XY 2
. X¥.35.1 X.Y.34.255
Third class (
A e - address 2
Rules:
The number of blocks must be a power of 2 (1,
2,4,8,16,...).
The blocks must be contiguous in the address
space (no gaps between the blocks). 198.47.32.0 198.47.33.0 198.47.34.0
The third byte of the first address in the 198.47.32.0 198.47.42.0 198.47.52.0 198.47.62.0
superblock must be evenly divisible by the number 198.47.31.0 198.47.32.0 198.47.33.0 198.47.52.0
of blocks. In other words, if the number of blocks is
N, the third byte must be divisible by . 198.47.32.0 198.47.33.0 198.47.34.0 198.47.35.0




Solution

1
2
3
4

define the range of addresses.

Figure 5-12 .
Comparison of subnet, default,
and supernet masks
Subnet Mask Divide 1 network into 8 subnets

II111111 11011111 11111111 11100000

3 nlure_'

Subnetting t 1s

Default Mask *

and the supernet mask to 1111111 11011111 11111111 {000 00000
define the range of addresses.

‘ 3 less

1s

Supernetting ‘

Supemnet Mask
|lll.1111]. 11111111 l]lll[ﬂﬂﬂ 000 00000

Combine 8 networks into 1 supemet

Bcuipls i Bcumple 7

We need to make a supernetwork out of 16
class C blocks. What is the supernet mask? A supernet has a first address of 205.16.32.0 and a
supernet mask of 255.255.248.0. A router receives three
Solution packets with the following destination addresses:

Which packet belongs to the supernet?




Bcumple

A supernet has a first address of 205.16.32.0
and a supernet mask of 255.255.248.0.

Solution

How many blocks are in this supernet and
what is the range of addresses?

Bcumple

A supernet has a first address of 205.16.32.0 and a
supernet mask of 255.255.248.0. How many blocks are in
this supernet and what is the range of addresses?

Solution

Figure 5-13
Variable-length blocks
Number of Addresses in a Block
There is only one condition on the number
Address Space of addresses in a block; it must be a power
e I S o E— of2(2,4,8,...). Ahousehold may be

given a block of 2 addresses. A small
business may be given 16 addresses. A large
organization may be given 1024 addresses.




Beginning Address

The beginning address must be evenly divisible
by the number of addresses. For example, if a
block contains 4 addresses, the beginning
address must be divisible by 4. If the block has
less than 256 addresses, we need to check only
the rightmost byte. If it has less than 65,536
addresses, we need to check only the two
rightmost bytes, and so on.

Beunple Y

Which of the following can be the beginning address of a
block that contains 16 addresses?

205.16.37.32
190.16.42.44
17.17.33.80

123.45.24.52

Solution

Figure 5-14

Slash notation

A.B.C.D/n

Bcumple Y

Which of the following can be the beginning
address of a block that contains 16
addresses?

205.16.37.32
190.16.42.44
17.17.33.80

123.45.24.52

Bcumple L)

Which of the following can be the beginning address of a
block that contains 1024 addresses?

205.16.37.32
190.16.42.0
17.17.32.0
123.45.24.52

Solution

notation.




Bcumple L

A small organization is given a block with
the beginning address and the prefix length
205.16.37.24/29 (in slash notation).

What is the range of the block?

Beumnple 1

We can find the range of addresses in Example 11 by
another method. We can argue that the length of the
suffix is 32 — 29 or 3. So there are 23 = 8 addresses in this
block. If the first address is 205.16.37.24, the last address
is 205.16.37.31 (24 + 7 = 31).

Bcumple 15

What is the network address if one of the
addresses i1s 167.199.170.82/27?

Bcumple L

A small organization is given a block with the beginning
address and the prefix length 205.16.37.24/29 (in slash
notation). What is the range of the block?

Solution

where n is
either 8 (class A), 16 (class B), or
24 (class C).

Bcumiple 15

What is the network address if one of the addresses is
167.199.170.82/27?

Solution




Examplesls, Solution (Continued)

An organization is granted the block 130.34.12.64/26.
The organization needs to have four subnets. What are the
subnet addresses and the range of addresses for each
subnet?

Solution

Figure 5-15
’ Example 14 Bcumple 15
An ISP is granted a block of addresses starting with
| 190.100.0.0/16. The ISP needs to distribute these
| 130.34.12.96/28 addresses to three groups of customers as follows:
| kS
I 130.34.12.80/28 E
| =
| 3
I
| 130341264728
| ? Site: 130.34.12.64/26 Design the subblocks and give the slash notation for each
subblock. Find out how many addresses are still available

To and from the

rest of the Internet after these allocations.

Solution {00 .00000000}-{00 1111111} (Continued) ESgy .10000000}-{01 111111




(Continued) {1000 000000}-{1000 111111} Solution (Continued)




